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LocalNet attacks 

LocalNet attack resulting in traffic leak (CVE-2023-36672) 

Note: 

https://www.kb.cert.org/vuls/id/563667
https://tunnelcrack.mathyvanhoef.com/


LocalNet-attack resultin in traffic blocking (CVE-2023-35838) 

Countermeasures against LocalNet attacks 

LANCOM Advanced VPN Client for Windows 

LANCOM Advanced VPN Client for macOS 



ServerIP attacks 

ServerIP attack resulting in traffic leak to arbitrary IP addresses (CVE-2023-36673) 

ServerIP attack resulting in traffic leak to IP address of VPN server (CVE-2023-36671)

ServerIP attack resulting in traffic blocking 



Countermeasures against ServerIP attacks 

LANCOM Advanced VPN Client for Windows 

LANCOM Advanced VPN Client for macOS 

Source: 

https://www.ncp-e.com/

